-

Computer
Crime

PENETRATION TESTING PROCESS

7+  Consultants

IT Security & Digital Forensic Specialists

>

PROBE >

ASCERTAIN POA's

NETWORK(S)

POA ROUTER?
(o}

START

AGREE METHODS
OF TESTING

(E.G INTERNAL, EXTERNAL,

IRELESS)

o

BE SYSTEM TOPOLOGY

PROBE ROUTER
FROM NETWORK

S
o

PROBE ROUTER
INTERNALLY

A

S

PROBE SER
FROM NETWOR

&
Q

%,

PROBE SERVER
INTERNALLY

2

PROBE COMPONENT

DDITIONAL NETWOR COMPONENT ~
COMPONENT M NETWORK - INTERNALLY
i %K
. \
EVALUATE
MONITOR & PROBE 0 ~
EVALUATE RELATIONSHIPS » DENIAL OF SERVICE
NETWORK
ATTACKS
T es
PRODUCE TEST REPORT IMPLEMENT

ANOTHER TARGET

POA = POINT OF ACCESS

i |~ 1

(C) CoMPUTER CRIME CONSULTANTS 2011

RECOMMENDATIONS




